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How to complete a data-processing agreement
Please note that it is the responsibility of the Contracts office to issue the agreement, which is then populated by the research team.  The version used in this document may not be the most recent.  The usual process is that a decision will be made about the contractual relationship between UoM and the external organisation (that is, who is a controller and who is a processor) through discussion between the PI, the IG office (IGO) and the Contracts team.  Contracts will start to complete the appropriate draft contract and will then send it to the research team to complete the data particulars.  The draft form will then be reviewed by the IGO.  The purpose of this guidance is to support research teams to populate the particulars of the data to be shared as completely as possible ahead of IGO review.   
CONTROLLER    to    PROCESSOR 
Personal Data Processing Agreement
for the transfers of Personal Identifiable Data or Pseudonymised Personal Data within the UK, EEA or a country that is covered by the UK’s adequacy regulations[footnoteRef:2].  [2:  Under GDPR, it is important that any country to which data is sent has data protection laws that have been judged as "adequate".  Follow the link for more information.] 


This agreement is made as of the date of the final signature below (“Agreement”).

	“Controller”
	THE UNIVERSITY OF MANCHESTER and having its main administrative offices at Oxford Road, Manchester, M13 9PL, United Kingdom in this instance acting through [Name of PI] of the School of [Biological / Health / Medical] Sciences; and

	“Processor” 
	[Name of recipient organisation]  

	“Party” and “Parties”
	The Controller and the Processor may be referred to individually as a “Party” and collectively referred to as the “Parties”.

	“Effective Date”
	As at the final date of signature below.

	“End Date”
	

	“UoM Reference”
	[Pure ID]
	
	

	Legal notices to the Controller, as per Section 7.1.2, should be sent to: 
	[Contracts will complete this]

	Legal notices to the Processor, as per Section 7.1.2, should be sent to:
	[Processor’s Contracts team to complete this]

	
	

	Email address for Controller’s
Data Protection Officer
	information.governance@manchester.ac.uk

	Email address for Processor’s
Data Protection Officer
	[Processor’s Contracts team to complete this]




	“Data Protection Particulars”

	Subject matter of the Processing
	You might wish to start with a statement similar to:
“The processing, as described below, involves  the transfer of/access to identifying+/pseudonymised research data to/by x , for the conduct of the x research study.”

Then: 
· State who is involved in the processing, and whether they are a sub-processor.
· You could add here the statement on who holds the pseudo key.
· Potentially list other agreements and or approval here.
· Note that the Head Terms of the grant will affect other agreements - the contracts team will cover this.
Include the details of the processing, specifically:
· How are the data to be used and why?  
· What number of patients does the dataset include?  If individual and summary-level data will be used in different ways, say that here.  
· Include details of any other agreements (e.g. collaboration agreements) signed by the Controller with the Processor that relate to this DSA and whether or not they are affected by this DSA.

	Proposed duration of the Processing
	
You might wish to start with a statement similar to: 
“In respect to the research participants’ identifying information. This data will be held until the end of the research study, expected to be xx.xx.xx and thereafter destroyed by x and confirmation/evidence provided. Please also see the Plan for the return/destruction of data after processing is complete section.”

And /or
“In respect to the pseudonymised research data. 

This data will be deleted by x at the end of the study, expected to be xx.xx.xx and confirmation/evidence provided.”
OR
“This data will be archived by x at the end of the study for a period of x years, thereafter destroyed and confirmation/evidence provided. Please also see the Plan for the return/destruction of data after processing is complete section.”

How long will the data processing go on for, and what happens to the data when processing is finished?  For example, it could be deleted (by whom) or returned to the Controller.  You may wish to specify that the data will only be processed for the minimum amount of time required to complete the Purpose.

	The nature and the “Permitted Purpose” of the Processing
	
Why and how are the personal data being processed?  For example, in order that the recipient can perform a particular type of analysis on them.  What then happens to the results of the analysis?

	The type of Personal Data being Processed
	List all the categories of data being processed, such as: 
Participant ID, 
Full name,  
NHS Number,  
Date of birth,  
Sex, 
Postcode, 
Survey data including: job title, employment status, distance travelled to work, disease, co-morbidities, medications, help with daily activties, views on x etc.
Sensory data including: step count, activity etc.
Interview data including responses on x

What data are being processed?  Have the data been pseudonymised?  Who has access to the pseudo key?  

	The categories of Data Subjects
	Who are the data subjects?  For example, they could be NHS patients with [specific condition] who have consented for their data to be used for this project.  Use the study eligibility criteria to complete this section.

	Process for Transferring Data
	How will data be transferred from one server to another?  Include the mechanism of transfer (such as SFTP) and if and how the data is encrypted (e.g. AES256 – see Cryptography TSS for University’s requirements) in transit.  





The above information is required by the UK GDPR (Article 28(3)) which requires data processing agreements to include details of the subject-matter, duration, nature and purpose of the Processing and the type of Personal Data and categories of Data Subjects involved in the data Processing.



	“Information Security”

	How will the recipient (Processor) protect the data?  Include: physical protections (CCTV, swipe card access, out-of-hours security), firewall details, how users log in.  How is server security audited and by whom (role name not individual name).  Are back-ups taken and how are they protected?  

How are data in transit and at rest encrypted?  

How do researchers access the data and who controls this?  

How is data segregated from other data on the same server (that is, how is it ensured that your data doesn’t get muddled up with someone else’s)?

Where will the data be processed, once it’s been received?  

What controls are in place to prevent personal data leaving the analysis area?




	
 “Sub-Processors Approved by the Controller” 
(Only for Sub-Processors based in the UK/EEA) 


	

	
Related DTRA (Data Transfer Risk Assessments) record(s)
(also known as Data Protection Impact Assessment (DPIA))


	

	
Plan for return and destruction of the Data once the Processing is complete 


	How long is the data being kept for, and what happens to the data when processing is finished?  If it is deleted, what methods are used and how will deletion be confirmed?





BACKGROUND
(A) WHEREAS the Controller and the Processor wish to enter into an arrangement that requires the Processor to Process Personal Data on behalf of Controller; 

(B) WHEREAS the Parties to this Agreement intend for the Controller to share Personal Data with the Processor for the Permitted Purpose (each as defined below); and

(C) WHEREAS the Parties to this Agreement agree to Process the Personal Data within the UK or EEA on the terms set out in this Agreement.

TERMS AND CONDITIONS

NOW THEREFORE in consideration of the mutual promises and covenants set forth herein, and intending to be legally bound, the Parties agree as follows:
DATA PROTECTION 
1.1	In this Agreement the following definitions shall apply:
	“Business Day”
	means a day, excluding Saturdays and Sundays and official Controller closure days, on which banks are generally open in London, England, for the transaction of normal banking business;


	“Controller”, “Processor” and “Data Subject” 
	shall have the meaning given to those terms in the applicable Data Protection Laws;


	“Data Protection Impact Assessment” 
	means an assessment of the impact of the envisaged Processing operations on the protection of Personal Data, as required by Article 35 of the UK GDPR; 


	“Data Protection Laws”
	means (a) any law, statute, declaration, decree, directive, legislative enactment, order, ordinance, regulation, rule or other binding restriction (as amended, consolidated or re-enacted from time to time) which relates to the protection of individuals with regards to the Processing of Personal Data to which a Party is subject, including:

(a) the Data Protection Act 2018 (“DPA”), the UK GDPR and the Privacy and Electronic Communications (EC Directive) Regulations 2003 all as amended by the Data Protection, Privacy and Electronic Communications (Amendments etc) EU Exit Regulations 2019;

(b) any other directly applicable legislation enacted in the UK in respect of privacy and the protection of Personal Data; and

(c) any legally binding code of practice or guidance published by the Regulator from time to time;

each of (a), (b) and (c) as amended from time to time or replaced by successor legislation, regulation, guidance or codes of practice.




	
	

	
	

	“Data Processing Particulars”
	means, in relation to any Processing under this Agreement and as set out in the table at the beginning of this Agreement:

(a) the subject matter and duration of the Processing;

(b) the nature and purpose of the Processing;

(c) the type of Personal Data being Processed;

(d) the categories of Data Subjects; and

(e) the process for transferring data;


	
	

	
	

	
	

	“Data Subject Request”
	means an actual or purported request or notice or complaint from or on behalf of a Data Subject exercising their rights under the Data Protection Laws in relation to Personal Data including without limitation: the right of access by the Data Subject, the right to rectification, the right to erasure, the right to restriction of processing, the right to data portability and the right to object;



	“Good Industry Practice”
	means, at any time, the exercise of that degree of care, skill, diligence, prudence, efficiency, foresight and timeliness which would be reasonably expected at such time from a leading and expert supplier of similar services to those being carried out by the Processor, such supplier seeking to comply with its contractual obligations in full and complying with all applicable laws (including the Data Protection Laws);

	
	

	“Losses”
	means all losses, liabilities, damages, costs, charges, claims, amounts paid in settlement and expenses (including legal fees (on a solicitor/client basis), disbursements, costs of investigation (including forensic investigation), litigation, settlement (including ex gratia payments), judgment, interest and penalties), other professional charges and expenses, disbursements, cost of breach notification including notifications to the data subject, cost of complaints handling (including providing data subjects with credit reference checks, setting up contact centres (e.g. call centres) and making ex gratia payments), all whether arising in contract, tort (including negligence), breach of statutory duty or otherwise;


	“Permitted Purpose”
	means the purpose of the Processing instructed by the Controller as specified in the Data Processing Particulars; 


	“Personal Data”
	means any personal data (as defined in the Data Protection Laws) Processed by either Party in connection with this Agreement, and for the purposes of this Agreement includes Special Category Data (as such Personal Data is more particularly described in the Data Processing Particulars included at the beginning of this Agreement);


	“Personal Data Breach”
	has the meaning set out in the Data Protection Laws and, for the avoidance of doubt, includes a breach of Section 2.2.1(d); 


	
	

	“Personnel”
	means all persons engaged or employed from time to time by the Processor in connection with this Agreement, including employees, consultants, contractors and permitted agents; 


	“Processing”
	has the meaning set out in the Data Protection Laws (and “Process(es)” and “Processed” shall be construed accordingly);



	“Regulator”




“Regulator Correspondence”


“Restricted Country”
	means the UK Information Commissioner's Office (including any successor or replacement body from time to time) and/or any other regulator or other body having authority over compliance with the Data Protection Laws by either of the Parties;

means any correspondence or communication (whether written or verbal) from the Regulator in relation to the Processing of the Personal Data;

means a country, territory or jurisdiction outside of the UK which the United Kingdom Secretary of State has not deemed to provide adequate protection in accordance with Article 45(1) of the UK GDPR; 


	“Security Requirements”
	means the requirements regarding the security of Personal Data, as set out in the Data Protection Laws including, in particular:
0. a requirement to only Process Personal Data in a manner that ensures appropriate security of the Personal Data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures;
0. a requirement to implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons. The appropriate level of security shall be assessed by taking into account the risks that are presented by Processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Personal Data transmitted, stored or otherwise processed; and
(c)     any requirements set out at the Information Security section at the front of this Agreement;


	“Special Category Data”


“Sub-Processor(s)” 
	means Personal Data that reveals such special categories of data as are listed in Article 9(1) of the UK GDPR namely, race, ethnic origin, politics, religion, trade union membership, genetics, biometrics (where used for identification purposes), health, sex life or sexual orientation; and

means any third party appointed to Process Personal Data on behalf of the Processor to fulfil its obligations under this Agreement in accordance with Section 2.4;



	“Third Party Requests”
	means a written request from any third party for disclosure of Personal Data where compliance with such a request is required or purported to be required by law or regulation. 


	[bookmark: _Ref476071910]“UK GDPR”
	means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27th April 2016 on the protection of natural persons with regard to the processing of Personal Data and on the free movement of such data (General Data Protection Regulation) as it forms part of the law of England and Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union (Withdrawal) Act 2018 and as amended by the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019, as amended, superseded or replaced from time to time.  



DATA PROTECTION
0. Arrangement Between the Parties
The Parties acknowledge that the factual arrangements between them dictate the classification of each Party in respect of the Data Protection Laws.  Notwithstanding the foregoing, the Parties anticipate that, in respect of the Personal Data, as between Controller and the Processor for the purposes of this Agreement, Controller shall act as the Controller and the Processor is appointed by the Controller to and shall act as the Processor in accordance with the terms of this Agreement.:
[bookmark: _Ref474745722]Each of the Parties acknowledges and agrees that the Data Processing Particulars as set out at the front of this Agreement are an accurate description of the Data Processing Particulars.
Nothing within this Agreement relieves the Processor of its own direct responsibilities and liabilities under the Data Protection Laws.
Each Party shall make due notification to the Regulator where there is a Personal Data Breach.
The Processor undertakes to Controller that it will take all necessary steps to ensure that it operates at all times in accordance with the requirements of the Data Protection Laws and the Processor will, at its own expense, assist Controller in discharging its obligations under the Data Protection Laws as more particularly detailed in this Section 2. The Processor shall not, whether by act or omission, cause Controller to breach any of its obligations under the Data Protection Laws.
[bookmark: _Ref474503758]Processor Obligations
[bookmark: _Ref474504704]Under this Agreement, the Processor shall only Process Personal Data as a Processor for and on behalf of Controller, where the Processor shall:
[bookmark: _Ref474743014]only Process the Personal Data for and on behalf of Controller for the purposes of performing its obligations under this Agreement, and only in accordance with the terms of this Agreement and any documented instructions from Controller;
keep a record of any Processing of the Personal Data it carries out on behalf of the Controller;
unless prohibited by law, notify Controller immediately (and in any event within twenty-four (24) hours of becoming aware of the same) if it considers, in its opinion (acting reasonably) that it is required by Data Protection Laws to act other than in accordance with the instructions of Controller, including where it believes that any of Controller 's instructions under Section 2.2.1(a) infringe any of the Data Protection Laws;
[bookmark: _Ref442261344][bookmark: _Hlk111181018]take, implement and maintain appropriate technical and organisational security measures which are sufficient to comply with the Security Requirements and where requested provide to Controller evidence of its compliance with such requirements. 
hold the Personal Data in such a manner that it is capable of being distinguished from other data or information processed by the Processor; 
within thirty (30) calendar days of a request from Controller, allow its data processing facilities, procedures and documentation to be submitted for scrutiny, inspection or audit by Controller (and/ or its representatives, including its appointed auditors) in order to ascertain compliance with the terms of this Agreement, and provide reasonable information, assistance and co-operation to Controller, including access to relevant Personnel and/ or, on the request of Controller, provide Controller with written evidence of its compliance with the requirements of this Agreement; 
not disclose Personal Data to a third party (including a sub-contractor or Sub-Processor unless the Processor satisfies the requirements set out in Section 2.4 below) in any circumstances without Controller's prior written consent or unless under contract for the fulfilment of this Agreement, save in relation to Third Party Requests where the Processor is prohibited by law or regulation from notifying Controller, in which case it shall use reasonable endeavours to advise Controller in advance of such disclosure and in any event as soon as practicable thereafter;
promptly comply with any request from Controller to amend, transfer or delete any Personal Data;
notify Controller promptly (and in any event within forty-eight (48) hours) following its receipt of any Data Subject Request or Regulator Correspondence and shall: 
not disclose any Personal Data in response to any Data Subject Request or Regulator Correspondence without first consulting with and obtaining Controller's prior written consent; and
provide Controller with all reasonable co-operation and assistance required by Controller in relation to any such Data Subject Request or Regulator Correspondence; 
[bookmark: _Ref474745664]in the event upon becoming aware of any actual or suspected, threatened or ‘near miss’ of any Personal Data Breach by the Processor, the Processor shall promptly and without undue delay and no later than twenty-four (24) hours following discovery of such Personal Data Breach, send written notice of the incident via e-mail to the Controller’s Data Protection Officer clarifying in detail the actual or suspected, threatened or ‘near miss’ of the Personal Data Breach in relation to the Personal Data (and follow-up in writing) and shall: 
seek to recover the compromised Personal Data as soon as practicable and implement any actions or remedial measures necessary to restore the security of compromised Personal Data; and promptly provide the Controller with a report containing details about the nature of the Personal Data Breach and provide the Controller with further information as details become available; and 
investigate the incident and its cause; and
assist Controller to make any notifications to the Regulator and affected Data Subjects; and
not make any statements or notifications about the Personal Data Breach, as it relates to the Processing for the purpose of the Permitted Purpose, to any individual affected by the incident, the public or any third party without the Controller’s prior written approval;
comply with the obligations imposed upon a Processor under the Data Protection Laws; 
use all reasonable endeavours, in accordance with Good Industry Practice, to assist Controller to comply with the obligations imposed on Controller by the Data Protection Laws, including:
compliance with the Security Requirements;
obligations relating to notifications required by the Data Protection Laws to the Regulator; 
where required by the Controller, undertaking any Data Protection Impact Assessments (and, where required by the Data Protection Laws, consulting with the Regulator in respect of any such Data Protection Impact Assessments); and
without undue delay and where feasible not later than seventy-two (72) hours after having become aware of it notify Personal Data Breaches to the Regulator unless the Personal Data Breach is unlikely to result in a risk to the rights and freedoms of natural persons;
Upon the earlier of: 
the end of the Term (as defined in Section 5 below); and
the date on which Personal Data is no longer relevant to, or necessary for, the Permitted Purpose,
the Processor shall cease Processing all Personal Data and return and/ or permanently and securely destroy so that it is no longer retrievable (as stated at the beginning of this Agreement) all Personal Data and all copies in its possession or control and, where requested by Controller, certify that such destruction has taken place except to the extent required by Data Protection Laws to retain the Personal Data; 
not make (nor instruct or permit a third party to make) a transfer of any Personal Data to a Restricted Country except with the prior written consent of Controller and in accordance with any terms Controller may impose on such transfer as Controller deems necessary to satisfy the requirements to ensure that transfers of Personal Data outside of the UK or EEA have adequate protections in place as set out in the Data Protection Laws; 
not make (nor instruct or permit a third party to make) a transfer of any Personal Data outside of the UK or EEA, except with the prior written consent of Controller and in accordance with any terms Controller may impose on such transfer as Controller deems necessary to satisfy the requirements to ensure that transfers of Personal Data outside of the UK or EEA have adequate protections in place as set out in the Data Protection Laws.
Except as otherwise provided, this Agreement does not transfer ownership of, or create any licences (implied or otherwise), in any intellectual property rights in any Personal Data.
[bookmark: _Ref476038569]Processor Personnel
0. The Processor shall only disclose Personal Data to its Personnel that are required by the Processor to assist it in meeting its obligations under this Agreement (the "Project Personnel") and shall ensure that no other Personnel shall have access to such Personal Data.  
The Processor shall only disclose Personal Data to the Project Personnel where the following conditions have been satisfied in relation to such Project Personnel:
the Processor shall have taken (and shall continue to take) all reasonable steps to ensure the reliability and integrity of each member of the Project Personnel; 
each member of the Project Personnel shall have undergone, and shall continue to receive on a regular basis, reasonable levels of training in Data Protection Laws and in the care and handling of Personal Data; and
each member of the Project Personnel shall have entered into appropriate contractually-binding confidentiality undertakings.
[bookmark: _Ref476038539]Appointing Sub-Processor(s)
0. [bookmark: _Ref498940580]The Processor shall not sub-contract or appoint a Sub-Processor(s) for the performance of any of its obligations under this Agreement without the prior written consent of Controller, and putting any necessary additional agreement(s) in place with those approved Sub-Processor(s).
0. [bookmark: _Ref474772164]Where the prior written consent of Controller has been given to the Processor, the Processor shall be permitted to appoint a Sub-Processor in accordance with this Section 2.4 and to disclose Personal Data to such Sub-Processor for Processing in accordance with the Processor's obligations under this Agreement, provided always that prior to the disclosure, or transfer, or processing of any Personal Data by the Sub-Processor(s):
[bookmark: _Ref474775164]the Processor undertakes thorough due diligence on the proposed Sub-Processor, including an approved risk assessment of the information governance-related practices and processes of the proposed Sub-Processor, which shall be used by the Processor to inform any decision on appointing the proposed Sub-Processor;
the Processor provides Controller with full details of the proposed Sub- Processor including the results of the due diligence undertaken in accordance with Section 2.4.2(a) before its appointment and Controller has consented to such appointment in writing the Controller having at the date of this Agreement consented to the appointment of the Sub-Processor(s) identified at the front of this Agreement (“Approved Sub-Processor(s)”); 
the Processor puts in place with the Sub-Processor an appropriate contract (as it relates to the Processing of Personal Data) where such a contract is on terms which are substantially the same as, and in any case no less onerous than, the terms set out in this Agreement; 
the Sub-Processor’s right to Process Personal Data terminates automatically on expiry or termination of this Agreement for whatever reason. 
[bookmark: _Ref498940553]The Personal Data must not be transferred or used by any Sub-Processor (including any Approved Sub-Processor) for any other purpose than the Permitted Purpose unless specifically agreed in advance in writing by the Controller.
The Processor will on request by the Controller - promptly provide the Controller with the due diligence information that is undertaken in accordance with Section 2.4. The Personal Data must not be used for any other purpose than the Permitted Purpose unless specifically agreed in advance in writing by the Controller.
Notwithstanding any consent or approval given by Controller under Section 2.4.1, the Processor shall remain primarily liable to Controller  for the acts, errors and omissions of any Sub-Processor (including the Approved Sub-Processor(s)) to whom it discloses Personal Data, and shall be responsible to Controller for the acts, errors and omissions of such Sub-Processor (including the Approved Sub-Processor(s)) as if they were the Processor's own acts, errors and omissions to the extent that the Processor would be liable to Controller under this Agreement for those acts, errors and omissions. 
Notwithstanding anything in this Agreement to the contrary, this Agreement shall continue in full force and effect for so long as the Processor Processes any Personal Data.
[bookmark: _Ref476038835]Recoverable Loss 
The obligations and provisions under this Agreement shall not prevent Controller from recovering any Losses it incurs.
[bookmark: _Ref476038850][bookmark: a549750]NOT USED – INTENTIONALLY OMITTED  
LIMITATION OF LIABILITY
[bookmark: a512102]Neither Party excludes or limits liability to the other Party for:
[bookmark: a733358]fraud or fraudulent misrepresentation;
[bookmark: a328172]death or personal injury caused by negligence;
[bookmark: a697688]a breach of any obligations implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or
[bookmark: a887036]any matter for which it would be unlawful for the Parties to exclude liability.
[bookmark: a683705]Subject to Section 5.1, neither Party shall have any liability to the other Party, whether in contract, tort (including negligence), breach of statutory duty, or otherwise, for any:
loss of profit; or
loss of goodwill; or
loss of business; or
loss of business opportunity; or
loss of anticipated saving; or 
any special, indirect or consequential damage
rising under or in connection with this Agreement whether in contract, tort, misrepresentation, under statute or otherwise, howsoever caused including negligence and any liability under an indemnity contained in this Agreement and/or arising from a breach of, or a failure to perform or defect or delay in performance of, any of the Parties obligations under this Agreement.
5.3	Subject to Section 4.1, and to the extent permitted by Data Protection Law, the total maximum aggregate liability of one Party to the other arising under or in connection with this Agreement or its subject matter (including under an indemnity in this Agreement) shall in no circumstances exceed £500,000.

[bookmark: _DV_M87][bookmark: _DV_M88]5.4	If any sub-article of this Section 5 is held to be invalid or unenforceable under any applicable statute or rule of law then it shall be deemed to be omitted, and if as a result either Party becomes liable for loss or damage which would otherwise have been excluded then such liability shall be subject to the remaining sub-articles of this Section 5.
TERM AND TERMINATION
[bookmark: a763266]This Agreement will remain in full force and effect for the longer of:
from the Effective Date until the End Date; or 
[bookmark: a274772]the period Processor retains any Personal Data relating to the Permitted Purpose (“Term”).
[bookmark: a482765]6.2	Either Party may terminate this Agreement by written notice:
6.2.1	if the other Party has breached a material term of this Agreement and such breach is incapable of remedy; or
6.2.2	in the event of a breach capable of remedy a Party fails to remedy the same within fourteen (14) days of the giving of the notice by one Party to the other of the alleged breach and of the action required to remedy the same;
0. Termination of this Agreement shall not affect any rights, remedies, obligations or liabilities of the Parties that have accrued up to the date of termination, including the right to claim damages in respect of any breach of the Agreement which existed at or before the date of termination.
If a change in any Data Protection Laws prevents either Party from fulfilling all or part of its obligations under this Agreement, the Parties, save for the continued storage (which is also seen as Processing of Personal Data), will suspend the Processing of Personal Data until that Processing complies with the new requirements. If the Parties are unable to bring the Personal Data processing into compliance with the Data Protection Laws within a time period as instructed by the Controller but lasting no longer than 30 (thirty) calendar days, the Controller may terminate this Agreement on written notice to the other Party.
[bookmark: _Toc256000015][bookmark: a376107]NOTICE
[bookmark: a520663][bookmark: a954257]Any notice given to a Party under or in connection with this Agreement shall be in writing and shall be:
[bookmark: a343839]delivered by hand or by pre-paid first-class post or other next working day delivery service at its registered office (if a company) or its principal place of business (in any other case); and/or
[bookmark: a739048]sent by email to the appropriate email addresses as set out at the beginning of this Agreement.
The Parties shall notify each other from time to time of any change to the email contact address for service of notices.
[bookmark: a659520]Any notice shall be deemed to have been received:
[bookmark: a553420]if delivered by hand, at the time the notice is left at the proper address;
[bookmark: a375883]if sent by pre-paid first-class post or other next working day delivery service, at 9.00 am on the second Business Day after posting or at the time recorded by the delivery service; and
[bookmark: a642916]if sent by email, at the time of transmission, or, if this time falls outside a Business Day, at 9.00 am on the next Business Day after transmission.
[bookmark: a242948]This Section does not apply to the service of any proceedings or other documents in any legal action or, where applicable, any arbitration or other method of dispute resolution. 
GENERAL
Nothing in this Agreement is intended to, or shall be deemed to, establish an employment or worker relationship, or any partnership or joint venture between the Parties, constitute either Party as the agent of the other Party, or authorise either Party to make or enter into any commitments for or on behalf of any other Party.
If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity and enforceability of the rest of this Agreement.
Headings are provided for convenience only and do not affect the construction or interpretation of this Agreement.  
No waiver shall be binding unless in writing and signed by the Party making such waiver.  A waiver made on one occasion shall not be deemed a waiver on any other or subsequent occasion.  All rights of the Parties are cumulative.
Each Party represents to the other that it has the full authority to enter into this Agreement.  Each Party represents to the other that it is entering into this Agreement as principal not agent.  Each signatory represents that they have the full authority to bind their respective company or organization to the terms of this Agreement.
Each Party shall at all times act in good faith towards the other and undertakes not to do anything that would or may bring the other into disrepute or damage its reputation.
This Agreement represents the entire understanding of the Parties relating to necessary legal protections arising out of their relationship under Data Protection Laws and supersedes all prior discussions, understandings, or verbal agreements (if any) in relation thereto all of which are replaced in their entirety by the terms of this Agreement.  Notwithstanding the foregoing, this Agreement shall not supersede or vary any other definitive written agreements already executed between the Parties.  None of the terms of this Agreement shall be amended except in writing signed by each Party.
Neither Party, nor their directors, officers, employees, agents or consultants will disclose or publicly announce the existence of this Agreement, its terms, or any activities contemplated under it, without the prior written consent of the other Party.  Notwithstanding the foregoing, such restriction will not act to prevent any disclosure by a Party as required by law or a regulatory authority, or to any potential lender or acquirer for the purpose of pursuing the specific transaction subject to obligations of confidentiality
Neither Party may assign this Agreement, in whole or in part, without the prior written consent of the other Party.
8.10	Neither Party shall be liable for any failure to fulfil its obligations under this Agreement caused by circumstances beyond its reasonable control, provided that the Party has made all reasonable efforts to fulfil its obligations under this Agreement.
8.11	This Agreement may be executed in one (1) or more counterparts, each of which shall be deemed an original, but all of which together shall constitute one and the same instrument. A signed copy of this Agreement delivered by e-mailed portable document format file or other means of electronic transmission shall be deemed to have the same legal effect as delivery of an original signed copy of this Agreement.
8.12	This Agreement shall be governed and construed in accordance with the laws of England and the Parties agree to the exclusive jurisdiction of the English Courts for the resolution of contractual and non-contractual disputes.


This Agreement is executed as follows:

	Accepted and Agreed by an authorised signatory on behalf of the Controller
	Accepted and Agreed by an authorised signatory on behalf of the Processor

	THE UNIVERSITY OF MANCHESTER  

	[Name of recipient organisation] 

	Signature: 
	Signature: 

	Name:
	Name::

	Position
	Position

	Date:
	Date:





Author(s)	Kate Wicks, Elaine Mackey	Version	1.0
Date	5 June 2026		
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